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FOREWORD

The TTCP Technical Panel on Software Engineering (XTP-2) is gratcful to the U.S. Army
Communications-Electronics Command (CECOM), especially the Center for Software Engineering,
for providing the resources and dedicated efforts which made this Workshop possible. It was quite
evident from the excitement of the participants, the dynamics that occurred, and the smoothness by
which the sessions proceeded that extensive planning and preparation went into the efforts of hosting
the Workshop. In addition, the Panel extends its gratitude to the General Chairperson, the
Workshop Coordinator, Working Group Chairpersons, and all the participants who worked long and
late to make the outcome successful in every way. We are hopeful that the effort was as beneticial
for all the participants as it was for the Panel Members.

Fulfillment of the Workshop objectives (to survey, evaluate and promote the use of requirements
engineering and rapid prototyping for improving the quality of requirements for mission-critical
defense systems) led to development of issues and recommendations, for the member TTCP
Governments, in both management and technical areas. These are under review and in some areas
appropriate actions are already underway.

Recognizing the importance and the potential of achieving major improvements in requirements
engineering and rapid prototyping, the participants strongly suggested a follow-up workshop within
the next few years. The TTCP Panel will closely monitor future developments in this area, and will

fully consider this suggestion.
Q (BERST
seph C. Batz
Chairman, TTCP XTP-2
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1.1

1.2

EXECUTWVE SUMMARY

Introduction

For both commercial and military computer-based systems, it is rare that the true needs of
all stakeholders are fully stated and understood from the outset, nor are the requirements that
are understood always agreed upon by all parties. In addition, requirements that have been
documented are sometimes subject to interpretation by both users and developers. Even
when requirements have been baselined, developers have difficulty in anticipating, controlling,
and managing changes to the baseline.

These problems are a result of the lack of a well-defined Requirements Engineering (RE)
discipline which, in turn, results in cost overruns, schedule slippages, poor quality, and systems
that fail to satisfy mission needs.

The US Army CECOM Center for Software Engineering hoste ' the Requirements
Engineering and Rapid Prototyping Workshop in Eatontown, NJ on November 14-16 1989.
This event was sponsored by The Technical Cooperation Program’s (TTCP) Panel on
Software Engineering.

Many of the workshop’s forty-nine participants are leading experts in Requirements and
Software Engineering. They met to share current information on the field, to identify and
clarify the most pressing issues, and to provide recommendations to Department of Defense
(DoD) for management, development, and research relating to Requirements Engineering.

These Proceedings document the presentations and findings of the workshop and its three
working groups.

The Requirements Engineering Process
Chairperson: Dr. Alan M. Davis

The group identified the following issues as having the highest priority: coping with
requirements uncertainty and change; validating requirements; achieving consensus among
multiple stakeholders; and measuring/tracking progress in requirements development.

The group members recommended the following for management: use an evolutionary
acquisition approach; make personnel and stakeholders aware of acquisition alternatives and
related technologies such as prototyping; involve all stakeholders in requirements
determination and validation; orient acquisition and incentives around requirements
“progress”; introduce risk-based requirements related decision making (multi-attribute utility,
cost-benefit, Pareto optimization, etc.); and reduce barriers to developer-user interaction.
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1.4

For development, they recommended that requirements be frozen in small incremental builds
and that more testbeds be developed to validate interoperability earlier in the requirements
process.

Finally, for research they recommended developing the following technologies and disciplines:
requirements partitioning; change management; formalspecification; multi-stakeholder process
support; requirements normalization; process models; measurement techniques for
requirements progress; tools and techniques to capture merits/trade-offs among requirements;
and the selection of the appropriate acquisition and requirements technique for a given
project.

Requirements Engineering Methodology, Tools, and Languages
Chairperson: Dr. Raymond T. Yeh

This group identified the following policy and management related issues: a lack of
management awareness of the significance and importance of Requirements Engineering; and
a lack of recognition that this discipline must be supported throughout a system’s life cycle.

For development and research, they focussed on the following issues: the capture of
requirements related information; non-functional requirements (the ‘ilities"); tool and
technology integration; technology insertion for existing systems; and the measurement of key
requirements process parameters.

The working group recommended the following for policy and management: adopt and
support a requirements-centered development life cycle model; educate and train personnel
in Requirements Engineering; establish a Requirements Engineering information/consultation
center; and reallocate currently available research funds to support Requirements
Engineering, spending less resources on downstream software activities (i.e., concentrate more
resources on identifying and confirming what is to be built, rather than on how to build it).

For development and research, they recommended developing the following: a wide spectrum
language which supports acquisition, representation, and reuse of requirements information;
methods to capture, integrate, and measure non-functional requirements; an integrated
environment of Requirements Engineering tools; methods and tools which support reverse
engineering of current system'’s requirements documentation; requirements validation
techniques; new approaches for requirements trade-off analysis; and metrics which support
modern Requirements Engineering practices.

Knowledge-Based Techniques and Rapid Prototyping

Chairperson: Dr. Winston W. Royce

This group analyzed two specific aspects of Requirements Engineering: knowledge-based
techniques and rapid prototypying.
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The group identified the following issues which relate to knowledge-based techniques: the use
of Knowledge Based Approaches (KBA) and their application to real systems; the risks and
benefits of using KBA'’s for Requirements Engineering; the nature of a KBA specific software
development process model; and the identification of existing knowledge-based technology.

The following were the group’s management and policy recommendations: adopt policy and
models that allow for incremental, evolutionary development and which accommodate KBA;
invest in knowledge base development early in the acquisition phase; and reuse knowledge
bases in related projects, to amortize investments across many projects.

For KBA development, they recommended learning from past KBA experience and trying
KBA in a large, real project.

Research recommendations were: experiment using KBA for verification and validation (V
& V), research KBA knowledge acquisition and management, especially in light of existing
methodologies and tools; and research knowledge base models with advanced degrees of
expressiveness.

Rapid prototyping issues that were identified were: participants and products in the
prototyping process; standards and current practices; and uses, properties, and examples of
prototyping systems and tools.

Management, policy and development recommendations for rapid prototyping were as follows:
train personnel in the prototyping approach; modify the development stages and time frames
to be supportive of prototyping; define the objectives of requirements/design reviews which
use prototyping products; support competitive prototyping efforts; and consider acquisition
models that include prototyping.

Finally, recommendations for research programs were proposed for the following:
requirements traceability; validation of non-functional requirements; automatic
prototype-to-documentation generation; stakeholder communication; legal issues; and lessons
learned from prior prototyping efforts.

Recommendations and Conclusions

The workshop produced many valuable insights and recommendations. These insights and
recommendations are fully documented in these Proceedings. It is important to note that
although the three groups worked independently, a number of recommendations were
common to the three groups. Every group saw the need for the DoD to change policy to
accommodate evolutionary acquisition. The groups also saw the need for increased training
for Government acquisition personnel to make them more aware of Requirements
Engineering issues and techniques. Every group saw the need for additional emphasis and
research in requirements validation. Most of the participants recognized the need for
additional research in defining and using methods of measuring attributes and progress in the




Requirements Engineering process. Most identified the need for further work in specifying
non-functional requirements. It was recommended that tools and techniques be developed
which aid in identifying merits and trade-offs among requirements. Additional research in
requirements traceability was also suggested. It was also recommended that continued special
emphasis be given to multiple stakeholder issues as the Requirements Engineering process
evolves. Finally, and most obviously, it was concluded that it is not enough to merely develop
technologies. We must apply them as well.
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WORKSHOP CHARGE

By: George E. Sumrall, Workshop Chairperson

Computer technology as we know it today is barely forty years old. We have made
tremendous strides, in both hardware and software. Back in the early days, computers were
the size of a wall and often filled a room. Now, you can hold one in your hand. With
products like dBase or Lotus, you can store, manage, and exploit a wealth of data on a
common home computer.

With the great strides that the commercial world has made in these technologies, the public,
ourselves included, has great expectations for our software-intensive defense systems. There
have been some successes; and there have been some problems. Many of these problems are
identified in a report by the House Subcommittee on Investigations and Oversight of the
House Committee on Science, Space, and Technology, entitled "Bugs in the Program",
September, 1989. All too often, software is delivered late, and/or with cost overrun, and/or
does not work the way it is supposed to, and/or doesn’t do what the user wanted. According
to the report, we end up paying twice for the software - once to develop it and again to make
it work the way it was supposed to.

On the surface, it looks like those who are developing software for Mission Critical Defense
Systems (MCDSs) are falling short, compared to those who develop commercial software
products. But, there is a big difference:

. Software for Defense Systems is usually developed to meet "a user’s needs", which are
stated in the requirements specification,

. whereas, the primary requirements of a commercial product are usually that it offer
a general capability, and that it be marketable. The concept of developing software
to "meet the requirement" usually does not exist.

The Department of Defense is probably our country’s largest buyer/developer of customer
software. Our software is evaluated on the battlefield, not the marketplace. Our
requirements are completely driven by the user. In manner that is timely for a given program
w. must capture and translate our customer’s necds into a system that helps him do his job
better, faster, safer.

Many times, our users do not know how to express what it is that they want or they are not
able to know what they really need, during the time that we allocate for recording their
requirements. It is not their fault. A typical user’s job is to do his job, not to describe it, and
not to describe it in a language that is understandable to a software developer. Because of
the complexity and newness of the systems that we deal with, the user may be overwhelmed.
After acquisition commitments, he often comes back with latent insights on how the proposed
automated system can better help him. These new requirements are sometimes derived from
subsequent experience with home computer technology. Sometimes, new requirements are




driven by changing battlefield realities. Let’s stop blaming the user for changing requirements

and find a way of developing systems and software despite an incomplete and changing set
of requirements.

In reality, not a lot of attention has been given to the requirements problem. (I believe that
the last workshop of this nature took place in Columbia, Maryland, in 1982.).

That is why we are here. In this room, we have a group of people who recognize that there
is a problem, who have thought about it, and have even done something about it.

My hope for us is to bring our individual efforts into focus and try to chart our course for the
future.

If you have any solutions now, let us know. If we are marching in the wrong direction, let
us know. Let us know where we should concentrate our efforts over the next 2-3 years. That
is our job over the next 2 days.

10
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3.1

WORKSHOP PROCEEDINGS

Introduction

By the year 2000, it is projected that the total United States (US) soft -are production costs,
which have been growing exponentially, will reach $400 billion. By that time, the Department
of Defense’s (DoD’s) annual investment will be $63 billion.

Software procurement, development, and maintenance are critical. Software is frequently
cited as the reason for many systems being late, over budget, and not fully functional.

As much as fifty-five (55) percent of system errors are introduced during the requirements
definition phase. This is when the needs of those who will ultimately be affected by the
system are captured and re-written in a condensed form for solicitation and then later
translated into a form that is best understood by those who develop the software.

Research has demonstrated that the cost of solving requirements-related problems increases
drastically with the time it takes to detect an error. In a typical sample project, the estimated
cost to fix a software problem (in the requirements phase) increased from a factor of two (2)
to a factor of two-hundred (200), when a requirements-related problem was not noticed until
the system was completed and installed.

For commercial and military computer-based systems alike, experience has shown that,
especially for large and complex system developments, it is rare that the true needs of all
stakeholders are fully stated and understood from the outset. Furthermore, even the
requirements that are understood are not always agreed upon by all parties. To complicate
matters more, requirements that have been documented arc sometimes subject to
interpretation by both users and developers. In addition to these problems, once
requirements have been baselined, there are difficulties associated with anticipating,
contrclling, and managing changes to the baseline.

The above is a result of the lack of a well-defined Requirements Engineering (RE) discipline
which, in turn, results in cost overruns, schedule slippages, pcor quality, and systems that fail
to satisfy mission needs.

Requirements-related problems are industry wide, not unique to the military. Requirements
must not be merely addressed. They must be engineered. Accurate and timely requirements
formulation and management is a skill, yet to be perfected.

On November 14-16 1989, the US Army Communications Electronics Command (CECOM)
Center for Software Engineering (CSE) hosted the Requirements Engineering and Rapid
Prototyping Workshop in Eatontown, NJ. This event was sponsored by The Technical
Cooperation Program’s (TTCP’s) XTP-2 Panel on Software Engineering.

13



The CECOM Center for Software Engineering is the Center of Excellence for software
engineering support to designaied Army Mission Critical Defense Systems (MCDSs). It
provides software engineering and support for communication and electronics systems, from
initial system concept through development, deployment, and field sustainment. The CECOM
CSE is committed to worldwide US Army readiness.

The TTCP is a forinai arrangement for mutual sharing of research and development
resources/tasks established by member country foreign and defense ministries. Member
countries include Australia, Canada, New Zealand, the United Kingdom, and the United
States. Within the structure of the TTCP, there are eleven (11) subgroups made up of
forty-four (44) working panels and twenty-two (22) action groups. The TTCP/XTP-2 Panel
is concerned with the creation and life cycle support of software for defense-related
applications.

Many of the workshop’s forty-nine (49) international participants are leading experts in
Requirements and Software Engineering. They met to share current information on the field,
to identify and clarify the most pressing issues, and to provide recommendations to DoD for
management, development, and research relating to Requirements Engineering.

The workshop provided a forum for thirteen (13) technical presentations by leaders in the
field. The workshop participants divided into three (3) working groups for small-group
interaction on central issues. One working group addressed ' he Requirements Engineering
process and was chaired by Dr. Alan Davis. Another dealt with requirements engineering
methodologies, languages, and tools, chaired by Dr. Raymond Yeh. The third, chaired by Dr.
Winston Royce, focussed on two (2) specific aspects of Requirements Engineering,
knowledge-based approaches and rapid prototyping.

The workshop was chaired by Mr. George Sumrall and was coordinated by Mr. Harlan Black,
both from the CECOM Center for Software Engineering. Mr. Black is responsible for the
Center’s efforts in Requirements Engineering.

These Proceedings document the presentations and findings of this workshop and its working
groups.

14




3.2 Working Group 1:

Requirements Engineering Process

Edited by: Dr. Alan M. Davis, Working Group Chair

3.21 General Information

3.21.1  Working Group Participants

NAME EMPLOYER COUNTRY
Andriole, Stephen J. George Mason University USA
Batz, Joseph DoD Software and Computer Technology  USA
Black, Harlan CECOM Center for Software Engineering USA
Charette, Robert N. ITABHI Corporation USA
Davis, Alan M. George Mason University USA
Deutsch, Michael Carnegie-Mellon University SEI USA
Fink, Robert C. Performance Resources, Inc. USA
Fountain, Harrison Naval Postgraduate School USA
Harris Jr., Donald C. US Army Air Defense Artillery School USA
Menell, Raymend CECOM Center for Software Engineering USA
Overmyer, Scott P. Contel Technology Center USA
Podracky, Mark A. Digital Fantacies Limited USA
Schlosser, Edward H. Lockheed Software Technology Center USA
Toher, James SD-SCICON England
White, Douglas A. Rome Air Development Center USA

3.21.2 Roadmap: A Guide to Working Group 1 Activities

This report on the activities of Working Group 1 is divided into four parts. The
introduction identifies seven key issues concerning the requirements engineering process.
This is followed by a section on four (4) of the most critical issues, containing for each
issue an analysis, assumptions, impact, and recommendations. A conclusion summarizes
the recommendations for management and training, development, and research. This is
followed by a glossary of key terms.

15
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3.2.2

Working Group Assignments

Three (3) subgroups were formed to address the foremost critical issues. Subgroup 1
addressed issue 1. Subgroup 2 addressed issues 2 and 4. Subgroup 3 addressed issue 3.
Issues 5 through 7 were not further analyzed. The members of the working group and
their subgroup assignments were the following distinguished individuals:

Subgroup 1 Subgroup 2 Subgroup 3

Batz, Joseph Davis, Alan M. Andriole, Stephen J.
Black, Harlan Deutsch, Michael Harris, Donald C.
Charette, Robert N. * Fountain, Harrison Menell, Raymond
Fink, Robert C. Overmyer, Scott P, * Podracky, Mark A.
White, Douglas A. Toher, James Schlosser, Edward H. *

* Subgroup Chairperson

Introduction

The first of the three working groups at the Workshop addressed issues relating to the
requirements engineering process. A requirements engincering process defines:

. Each of the individual steps to create and enhance requirements,

. The partial ordering of those steps, and

. The overall flow of information among those steps.

The entire process is independent of the methods and tools utilized in any of those steps.

Working Group 1 identified seven key issues about the requirements engineering process.
In decreasing order of importance, they are:

1. Uncertainty and change are difficult to cope with.

The real user needs are rarely well understood prior to system deployment. They
are certainly not well understood during the early development phases when we
must "baseline” the requirements. The result is that our perception of the
requirements constantly changes throughout the development process.

2. Validation of requirements is critical to project success.
The validation of a to-be-established baseline traditionally entails a detailed
comparison of that to-be-established baseline with a previously established baseline.
In practice, that previously established baseline is usually the requirements
specification. Thus, for example, we verify the design documentation by comparing
it with the requirements. Using this traditional definition of validation, we now
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have a significant problem with respect to validating the requirements: To what do
we compare the requirements? The current practice is to have a customer sign otf
on the requirements; this is contractually acceptable, but not sufficient in achieving
true validation. The best available technique today might be the use of a

prototype.

3. Muitiple stakeholders make it difficult to reach closure.

Many individuals with many diverse backgrounds have a stake in the success of a
project. Most have opinions concerning what the requirements are. How can we
accommodate all these diverse goals?

4.  We do not know how to track progress in requirements development.

We all know of the famous "99% syndrome" in software development (i.e., it takes
25% of the time to complete the first 99% of the work, and 75% of the time to
complete the last 1%). How can we prevent this in the software requirements
specification (SRS)? The industry norm today is that we simply declare the SRS
complete when it looks like it’s time to move on to design.

5.  Different processes are needed for different problems.

There does not exist a universal process model for requirements. Each class of
problem requires a different model.

6.  Systems/Software/Requirements/Design distinction is unclear.

There is little uniformity in the industry concerning the use of the terms "system
requirements," "software requirements," "system design," "software design," and
"specifications." But it is more than a semantic problem. During each of the
phases, developers regularly violate the bounds of their phase. This may or may

not be detrimental, but it must be understood.

7. The existing inventory of systems needs to be retrofitted to new requirements
engineering technology.

There is a large active community of people studying and performing "reverse
engincering” to the huge inventory of existing software systems. These people are
primarily retrofitting code quality into systems built before good coding principles
became well understood. As we learn more and more about proper requirements
practices, does it make sense to retrofit existiug systems with this quality?

3.2.3 Issues

The following four (4) subsections address the first four issues described above. Three
(3) subgroups were formed to address them. Work on the last three was deferred, due
to time constraints.




3.2.3.1

Uncertainty and Change are Difficult to Cope With

During the requirements engineering process, we are repeatedly faced with uncertainty.

Are the requirements correct? Do they accurately reflect real needs? Can a system be
built that satisfies these requirements? Is it possible to validate that a system meets these
requirements? We are also constantly presented with changes. User needs change. Our
perception of user needs changes. Designers discover unsatisfiable requirements. Both
uncertainty and change introduce significant risk into the system development and
acquisition process. One means of reducing the risks associated with uncertainty and
change is evolutionary acquisition. In this approach, we acquire a system in increments.
Each increment is an improved superset of the previous increment’s requirements driven
by changing needs. Determination of these additional needs can be accomplished through
avariety of evolutionary requirements engineering approaches including rapid prototyping.
Evolutionary requirements engineering runs counter to the defense system acquisition
"culture”. The current belief that all system requirements can be specified at one time is
deeply embedded in DoD standards and acquisition policy.

Unfortunately, premature freezing of requirements specifications may lead to:

. An incomplete understanding of true system requirements (both functional and
non-functional).

. An incomplete understanding of engineering and political tradeoffs.
. The addition of non-essential/unnecessary requirements.

*  The inability to respond adequately to external changes which occur in the
operational context.

The last item is of critical importance. DoD systems are expected to respond to a wide
variety of changing circumstances, some within DoD’s control, and most not. These
circumstances create new system requirements unforeseen, indeed even unpredictable, at
the outset of system acquisition. These requirements are driven by political circumstances
(e.g., changes in the threat or in domestic funding), changes in military doctrine, increased
user insight, and changing technology. The result is that:

. Systems are 3-5 generations behind currently available technology

. Systems cannot change quickly enough to meet new requirements dictated by new
operational contexts.

. Many systems exhibit poor quality, are over budget, are late, and/or fail to support
the required mission.

An evolutionary acquisition process will mitigate these problems considerably. The first
phase of an evolutionary acquisition process defines the set of acceptable requirements
which can be partitioned into an incremental build of the system. The acceptable set of
requirements consists of all requirements which are perceived as being necessary (although
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3.2.3.1.1

some requirements may be better understood than others). This acceptable set is called
the evolutionary framework.  Using Joint Application Development (JAD),
rapid-prototyping, mock-ups, etc., a partitioned subset of well-understood requirements
(i.e., generally the requirements with the minimal uncertainty) is constructed. Once this
set of requirements are defined, the second phase of the evolutionary process occurs.

The requirements of an evolutionary framework are used to build an increment of the
system. An appropriate process model is applied to further refine the requirements. Each
increment is a superset of the previous increment. The evolutionary requirements activity
continues through the life of the system, until the need for evolution diminishes to near
zero. Along the way, rapid prototypes are used to validate prospective requirements prior
to the next build. This helps to reduce uncertainty and change, and thus risk.

Sub-Issues

There are several management and technical sub-issues that affect the feasibility of
evolutionary acquisition. The management sub-issues are as follows:

. Current acquisition regulations and system and software engineering standards such
as MIL-STD-490A and DOD-STD-2167A, encourage the early binding of
requirements.

. Who manages the evolutionary requirements activity? There needs to be significant
cooperation here between contractor and Government personnel. Only the
Government can adequately represent the needs of the user community. Only the
contractor can understand the design implications of requirements evolution.

. The acquisition agency must be aware that the evolutionary requirements
engineering activity is on-going, and as such, will require funding and deliverable
schedules which are subject to change. Government personnel may perceive this
approach as open-ended and counter to effective cost control, schedule control, and
other resource controls.

The technical sub-issues are as follows:
. How can we partition requirements into builds that make technical sense?

. The initial partition of requirements must be "correct enough" to serve as a proper
foundation for later builds. It (and the initial few partitions) also must be of a
sufficient breath and depth to gain support by the sponsoring activity. A partition
which is "too small” for example, may not show "progress” in the eyes of the
acquisition agency.

. We must use methodologies and toois which wiii support incremental acquisition.
Methods such as defined within the U.S. Navy Research Laboratory’s Software Cost

Reduction Project is an example. This issue is related to the sub-issue concerning
DOD-STD-2167A.
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3.2.3.1.2

3.2.3.1.3

3.23.1.4

Assumptions

The following are the assumptions made:

*  The evolutionary acquisition approach is assumed to be a more effective and lower
risk approach than other current approaches, although no real proof is available to
support this assumption.

. Partitions are subsets of the entire set of requirements. Increments are the portions
of the prototype that implement corresponding requirements partitions. Partitions
and their resultant increments must occur within a short time-frame to minimize
changes to the next partition and increment.

. Initially, and at each subsequent stage, a stable set of requirements can be
established and partitioned.

. All stakeholders will be involved in the partition of requirements into increments.
Impacts
If the evolutionary acquisition approach is implemented, we believe:

. Uncertainty concerning requirements will be reduced because uncertainty is
addressed incrementally.

. Expectations will be more realistic.

*  The final system will more closely meet expectations.
. Risk will be sharply reduced.

Recommendations

. Management and Training.

- Make changes to acquisition policies, acquisition regulations, and DoD
standards to facilitate evolutionary acquisition.

- Educate contracting officers and their technical representatives on this
evolutionary acquisition approach. Emphasize that system requirements
cannot be fully defined a priori, and that requirements engineering is
continuous throughout the life of the system.

20




3.23.1.5

3.23.1.6

. Development

- For each incremental build of a given software process or (in DoD terms)
Computer Software Configuration Item (CSCI), the corresponding defined
partition must remain frozen during the implementation of that build.

. Research

- Research is required on techniques for defining acceptable partitions of
requirements.

- Research is required to determine if the evolutionary acquisition approach is
more effective than others.

- Research is required to determine how to define partitions in such a way that
they can tolerate the inevitable changes that will occur.

Validation of Requirements is Critical to Project Success

The ability to determine whether documented requirements are an accurate reflection of
actual requirements (i.e., the real user needs) is crucial to the success of any software
development effort. Often requirements content is heuristic and judgmental. Many of
the system issues addressed by requirements have no apparent right answers. In most
cases, it is impossible to understand the real requirements without the presence of a
working system in the users’ hands. Since most acquisitions do not include up-front
prototypes, most requirements are not validated in any way until after system deployment.
An acquisition strategy involving prototyping provides an early system on which multiple
stakeholders can base a decision concerning system suitability.

The validation process involves identifying the guarantors and developing validation
statements. For any single system there can be many guarantors and validation statements
of varying rigor and credence.

Sub-Issues
The goal of requirements validation is to reconcile documented requirements against a
referent or set of referents. Realization of this goal substantially reduces the risk of later

breakage of the software or hardware architectures caused by inaccurate or incomplete

requirements. This goal is often complicated by the absence of a referent. The sub-issues
are:

. What can be done to validate requirements when no referent exists?

¢ How can we validate the requiremenis against an existent refercnt?
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3.2.3.1.7 Assumptions
The following are the assumptions made:
. Requirements validation is possible.
*  The end user is the principal stakeholder. The relative importance of any
stakeholders is contingent upon project constraints and the point at which the

stakeholder enters the lifecycle process.

. In practice, systems are often, if not always, accepted without validated
requirements.

°  Validation is a dynamic process which, in concept, may never end.
3.2.3.1.8 Impacts
The impacts of requirements validation are:
. decreased likelihood of cost overruns
. elimination or reduction of rework and schedule slips
. lower risk of development (management, schedule, cost, etc.)
. more effective systems.
3.2.3.1.9 Recommendations
. Management and Training
- Remove excessive DoD barriers to contractor contact with users.
- Update acquisition policies to support evolutionary life cycles.
- Increase awareness of prototyping methodologies.

. Development

- Develop standardized models for interdisciplinary user/customer/contractor
approach to requirements validation.

- Construct widespread test beds (e.g., Army Interoperability Network -- AIN)
and associated data bases in more applications areas.
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3232

3.23.2.1

. Research
- Perform research into automating the synthesis of design from requirements.
- Develop practical formal requirements methods.

Multiple Stakeholders Make it Difficult to Reach Closure

A software-intensive military system typically is employed by many users in a variety of
situations and contexts. These users, situations, and contexts all provide different
viewpoints for determining system requirements. Many other players also have important
stakes in the success of the system: testers, developers, managers, acquisition personnel,
configuration management personnel, quality assurance personnel, maintenance personnel,
etc. The current DoD requirements process often fails to include some of these
viewpoints. Conflicts among the different viewpoints and among the requirements based
on them is often unrecognized or inadequately resolved. All of this leads to requirements
that are incomplete, inconsistent, unrealistic, or misunderstood, resulting in poor quality
systems delivered late and over budget.

Sub-Issues

System stakeholders can be classified as those who:
a.  Affect the system

b.  Are affected by the system

¢.  Both affect and are affected by the system

Potential stakeholders include end-users, proponents, funders, program managers, builders,
testers, and system maintainers. Viewpoints of military end-users are a function of their
level or echelon, the unit mission or function, and their experience with
automation/computerization. Proponents for military systems are charged with developing
mission requirements, representing the end-user’s viewpoint throughout the development
process, and defining system requirements. Organizations which approve/control funding
clearly are stakeholders in the system requirements. Program managers, their support
staffs, and their contractors who build systems must interpret and modify requirements
which are often vague, inconsistent, and incomplete. Organizations which maintain and
extend the system have a significant stake in the system during most of its lifetime.

Three (3) sub-issues relate to the multiple stakeholders, the multiple system contexts, and
the development life cycle phases:

. How can we resolve the disparate, possibly conflicting, needs and views of the
multiplicity of stakeholders?
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How can we resolve the disparate needs resulting from classes of users who must
operate with the system in multiple contexts? The users cf a system typically
emanate from multiple organizations. ‘These organizations have different missions
and different battlefield environments.

How can we resolve the needs and views considering that they are changing
constantly over time? They change constantly because the membership of the
stakeholder group changes, the individual people themselves change as they learn
and grow, and the requirements specification is used in different ways.

3.2.3.22 Assumptions

32323

3.2.3.24

None Identified.

Impacts

Reconciliation of stakeholders viewpoints would result in:

Significantly decreased risk of user dissatisfaction

Less cost overruns and schedule slippages

Increased productivity (stakeholder satisfaction per dollar)
Increased trust among stakeholders

Decreased risk of project cancellation

Recommendations

Reconciling divergent requirements perspectives of multiple stakeholders is a difficult
problem. It will require the cooperative efforts of individuals representing all significant
viewpoints. We have proposed three (3) approaches. They are ordered from the easiest
to implement to the most difficult to implement. Their order also corresponds to the
order from the least positive impact to the most positive impact.

Develop and document a procedure to evaluate and rank the importance of
requirements based on who the supportive stakeholder is.

Expand the above procedure to evaluate and rank the importance of requirements
based on the motivations and purposes expressed by the supportive stakeholder as
well as on who the stakeholder is.
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. Develop and document a procedure that can be used to capture the complete set
of requirements, as follows:

- Identify and define all significant viewpoints and stakeholders
- Determine and define requirements for each viewpoint

- Communicate viewpoints and requirements to all stakeholders
- Jointly evaluate requirements

- Negotiate a reasonable requirements envelope

- Test the requirements envelope continually

- Iterate through all activities until system retirement

This process must include all stakeholders and their requirements.  Effective
communication of the viewpoints and requirements depends upon a combination of good
documentation and face-to-face refinement. Requirements should be evaluated jointly
with respect to priority, volatility, consistency, feasibility. The concept of a "requirements
envelope” is key. We believe that a single, completely consistent requirements set may
be unattainable in many cases. It may also result in overly constrained requirements,
leading towards a less adaptable system architecture. The goal is to uchieve a consensus
requireraents envelope that reduces, but does not eliminate, variety and inconsistency.
A good requirements envelope will focus the requirements sufficiently to sat -’ current
requirement perceptions without overly constraining them. The requirements envelope
should include measures of priority and volatility. The process should test the
requirements envelope continually, by testing, simulation, prototyping, and partial system
deliveries.

Further specific recommendations are:
. Management and Training
- Acknowledge the importance of multiple requirements perspectives.
Management should require formal recognition of multiple stakeholders
requirements perspectives, and expand the requirements -nalysis and

prototyping phases to include these.

- Enhance life cycle models to accommodate deeper requirements analysis and
modeling of the interrelationships among requirements.
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3.23.3

3.2.3.3.1

. Development

- Develop a set of software tools to support "multiple stakeholder requirements
perspectives” analysis. The tools should consist of user taxonomies of
organizations, and methods for conducting requirements trade-off analysis.

- Apply the new methods and tools developed above to real applications.

. Research

- Develop models to capture multiple stakeholder requircments.

- Develop and apply new methods for trade-off among competing and
conflicting requirements.  Risk-based decision techniques such as
multi-attribute utility, classic cost-benefit, and Pareto optimization techniques,
among others, can be used in this arena.

We Do Not Know How to Track Progress in Requirements Development

Progress metrics for the requirements process differ markedly from production oriented
process metrics because there is no clear end point. Requirements engineering is a
continuing process based on exploration and diccuvery, often creating unexpected
iterations. Nonetheless, some subjective orieried indicators of progress are possible.
Sub-Issues

The following sub-issues bear on the problem:

. A technical feasibility indicator for implementing a requirements set is a desirable
measure.

* A cost/schedule feasibility indicator for a requirements set is a desirable measure.

*  The contractual/political environment does not accept that exploratory processes
have a built-in level of backtracking and iteration.

. We are dealing with a judgmental, discovery driven process with no clear end-point.

. Progress is not necessarily monotonic. Time/schedule is, therefore, often a poor
metric.
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3.23.3.2 Assumptions

The following assumptions are made:

Progress can be observed, but not necessarily measured in an objective fashion.
An agreeable metric of progress is possible.
Progress is not necessarily a linear or well-behaved function.

Risk (as to technological feasibility and cost/schedule) can be assessed periodically
and thereafter monitored.

3.233.83 Impacts

The impacts of measuring requirements progress are:

An appropriate definition of progress that can substantially reduce risk

Measurable progress observations that aid/feed the requirements development and
validation process

Well-thought out, accurate requirements

Reduction of arbitrary and/or autocratic decisions concerning the completion of the
requirements baseline

Decriminalization of early problem recognition and correction.

3.2.3.3.4 Recommendations

Management and Training

- Current contracts often encourage the early freezing of requirements and
discourage subsequent changes to those requirements. Award fee structures
on contracts should be modified to encourage the creation and timeliness of
requirements specifications.

- Develop a team approach to help reduce unrealistic expectations on the part
of the user/customer.

- Educate program managers and team members that "changing your mind" as
a result of new information is acceptable.

- Train Government program managers in the use of acquisition models that
employ prototyping.

27




. Development

- Apply the new metrics developed above on actual projects.

Develop an explicit requirements validation plan for every project.

J Research

- Develop and use effective metrics to measure requirements progress and
completion.

- Develop more rigorous risk assessment and risk management techniques.

3.24 Conclusion

In this section, we summarize the recommendations of Working Group 1:
3.24.1  Management and Training

. Change acquisition policies to accommodate evolutionary acquisition.

. Educate all stakeholders on various acquisition alternatives such as the evolutionary
acquisition model.

*  Train all stakeholders on the value and role of prototyping in the system life cycle.
*  Involve all stakeholders in requirements:
- Determination
- Validation
. Realign incentives/milestones to more easily capture